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[bookmark: _Toc197317718]Introduction
Keystone Agency Partners (KAP) is seeking information from qualified Managed Service Providers (MSPs) to provide comprehensive Information Technology support and security services. The selected MSP will be responsible for ensuring the confidentiality, integrity, availability, and reliability of KAP's IT infrastructure, aligning with the strategic direction of the company, industry best practices, and compliance requirements.
[bookmark: _Toc197317719]About us
KAP is a rapidly expanding top 50 U.S. insurance brokerage platform that acquires and partners with independent insurance agencies across the United States. Founded in 2020 and headquartered in Harrisburg, Pennsylvania, KAP provides its platform agencies with a suite of services to effectively and efficiently run their insurance operations.
Each platform agency runs its own infrastructure stack, with a mix of on-premises servers and environments hosted in Azure or AWS. Every partner also operates within its own Microsoft 365 tenant, contributing to significant inconsistencies in security practices. Most platforms have at least one IT staff member. Compliance with GLBA, HIPAA, 23 NY CRR 500, and other regulations is a top concern.
As part of its growth, KAP will consolidate, centralize, and unify its IT stack at the enterprise level and partner with third parties for migration services and ongoing support (MSP), including for security services (MSSP.) KAP aims to consolidate all 26+ infrastructure environments into a single, unified ecosystem under one Microsoft 365 tenant. There is a focus on full cloud adoption with an emphasis on standardizing security across the board.
KAP Stats:
	Corporate Employees:
	200

	Total Employees:
	2000+

	Platforms (large agency subsidiaries):
	26

	Tuck-ins (smaller agency subsidiaries under the platforms):
	120

	Total offices:
	150+

	Number of acquisitions per year:
	20

	Geography:
	Primarily central and eastern U.S.



[bookmark: _Toc197317720]Scope of Work
The MSP must, at a minimum, provide the following services:
[bookmark: _Toc197317721]Transition Services
· Standardize client devices, network devices, and monitoring for KAP corporate, and all new and existing companies (Platforms and Tuck-ins) under the KAP portfolio of companies. 
· On-site installation of standardized network devices
· Assist or lead onboarding and provisioning for workstations for staff, both remote and in office
· Evaluate and lift legacy servers into Azure where practical and as agreed upon by KAP Corporate IT.
[bookmark: _Toc197317722]IT Support Services
· Client device support / backup
· Client device procurement / provisioning (Laptop, Monitors, Printers, Docks, K/M, WebCam, etc.)
· Client device inventory management
· Client device repair coordination (during useful life of device)
· Client device disposal / certified data deletion / poison pill
· Microsoft 365 (M365) license provisioning
· M365 account provisioning
· M365 tenant management (all services)
· M365 Backup (SharePoint, Exchange, OneDrive, etc)
· M365 tenant security
· M365 security recommendations (as needed, or at least annually)
· M365 license management
· Email archiving and retention
· Anti-spam / Anti-phishing solutions
· License Management Third Party Vendors ( Keeper Security, DocuSign, Etc.)
· Realtime Ticket Monitoring for internal staff
[bookmark: _Toc197317723]Azure / Network Architecture and Administration
· Office network device provisioning and deployment
· Office network device monitoring and network security
· Office network device decommissioning and secure disposal
· Office network device inventory
· On-site support as required
· (Potentially) Copiers, Printers
· Phone systems (physical & virtual)
· Circuit provisioning
· Azure environment architecture, including but not limited to Azure AD, Virtual Networks, Network Security, Virtual Servers, Microservices, SQL Instances
· Azure cost management and control
· Disaster Recover Plan / file and instance level backup
· Tagging for department-level billing
[bookmark: _Toc197317724]Security Services
· Implementation of a Security Information and Event Management (SIEM) solution
· Implementation of an Extended Detection and Response (XDR)
· First responder for incident response and remediation
· Initial breach and incident investigation
· DLP / Retention Policy Management
· Security Key Management/Lifecycle (YubiKey, Etc.)
· Forensics investigation and reporting as requested
· Implementation of phish-resistant authentication to M365
· Implementation of authentication from only compliant devices
· Security awareness training
· BYOD Containerization
[bookmark: _Toc197317725]Documentation & Reporting Support
· Maintain, at minimum, change logs of the Azure and other SaaS environments, any legacy servers, any physical network infrastructure changes, and any changes affecting a broad group of users or devices, regardless the platform.
· Document the SaaS architectures, info sec, physical networks
· Develop support documentation for end-user support
· Provide KAP with all documentation and logs upon request in a timely fashion
· Assistance with audit requests
· Provide up-to-date reporting on:
· Monthly
· Security incidents and resolutions
· Patch and update management status
· Quarterly
· Helpdesk volume and trends
· Annually
· Compliance and regulatory adherence, e.g., NYS DFS Section 500
· M365 security posture recommendations (and as threats mature)

[bookmark: _Toc197317726]Additional Considerations
[bookmark: _Toc197317727]Security & Compliance
· Must sign a Business Associate Agreement (BAA)
· [bookmark: _Hlk197610910]The MSP must comply with industry-standard frameworks (e.g., NIST, ISO 27001, SOC 2, CIS, GLBA, HIPAA, or others relevant to KAP’s industry)
· [bookmark: _Hlk197610925]Make available accounts, documentation, reports, and personnel upon request by KAP or authorized 3rd parties for audits, penetration testing, and compliance reviews.
[bookmark: _Toc197317728]Performance & Service Level Agreement (SLA)
· Must have defined response times/levels for service requests (e.g., urgent, high, medium, low priority). 
· Must have a defined escalation process for unresolved tickets
· Client support must be available at minimum Monday through Friday 6AM – 9PM EST
· Critical systems and information security response must be monitored and responded to 24/7
· Provide performance metrics, including uptime guarantees and penalties for SLA breaches
· All services provided must allow for seamless disengagement; otherwise, MSP must uninstall solutions at its own expense at contract termination.


[bookmark: _Toc197317729]MSP Questionnaire
[bookmark: _Toc197317730]Company Information

	1.0   Company Profile 

	1.1  
	Company Name 
	 

	1.2  
	Company Address 
	

	1.3 
	Contact Information (Party responsible for responding to this RFP) 
	

	1.4 
	Company Webpage 
	 

	1.5 
	Main Products / Services 
	 


	1.6 
	Main Market / Customers 
	 


	1.7 
	Number of years in the Market 
	 


	1.8 
	When did you first start providing similar solutions? 
	  

	1.9 
	Company location(s) 
	

	1.10 
	[bookmark: _Hlk197610966]Number of Employees 
	

	1.11 
	Number of Employees in Account Management 
	 

	1.12 
	[bookmark: _Hlk197610975]Number of Employees in Technical Support 
	 

	1.13 
	Notable Acquisitions  
	 
 

	1.14 
	Key Business Partnerships  
	

	1.15
	2/3 Key References of similar or larger size
	



[bookmark: _Toc197317731]General Questions
	2.1  
	Q. What are the general types of organizations your clients represent? 

	
	A.

	2.2
	Q. Why do you believe that you are a good fit with our organization? 

	
	A.

	2.3
	Q. Describe your onboarding/implementation process and approach if you were selected?  

	
	A.

	2.4
	Q. Do you conduct Quarterly Business Reviews (QBRs) and what is the nature of those meetings?  

	
	A.

	2.5
	Q. How do you typically work with IT Management at clients and their staff members?  

	
	A.

	2.6
	Q. What do you feel your overall strengths and differentiators are?  

	
	A.

	2.7
	Q. Do you serve clients with 24 x 7 requirements? Do you have a shared service capability? 

	
	A.

	2.8
	Q. What services do you offer besides the core services of a Managed Service (Security) Provider?  

	
	A.

	2.9
	Q. What type of training do you offer either during onboarding or ongoing? 

	
	A.

	2.10
	Q. What do you feel are your biggest hurdles to a successful relationship?  

	
	A.

	2.11
	Q. What training resources are available for team members? 

	
	A.

	2.12
	Q. What type of general expertise can you provide in key technology areas?  

	
	A.

	2.13
	Q. What differentiates your organization from your competitors in the marketplace? 

	
	A.



[bookmark: _Toc197317732]Security, Compliance, Technology
	3.1  
	Q. What types of monitoring agents would you use for end user devices?  

	
	A.  

	3.2  
	Q. What is the back-end help desk and ticketing system you use?  

	
	A.  

	3.3
	[bookmark: _Int_MdJuL9oE]Q. Do you offer managed firewalls or other managed technology?

	
	A.  

	3.4 
	Q. Do you offer MDM or other mobile management technology, including for BYOD devices?  

	
	A.

	3.5 
	Q. Do you offer a SIEM or other security-based technology?  

	
	A.  

	3.6 
	Q. Do you have tools to provide system uptime metrics?  

	
	A.  

	3.7 
	Q. What tools do you use for network monitoring?  

	
	A.  

	3.8 
	Q. What tools do you use for system monitoring or general health level of end user devices?  

	
	A.  

	3.9 
	Q. Do you offer, or partner, for laptop encryption?  

	
	A

	3.10 

	Q. If hosting/co-location is an option please describe details of option i.e. services, vendor partners, etc.?

	
	A.  

	3.11
	[bookmark: _Hlk197611047]Q. Which cybersecurity frameworks and compliance standards does your organization currently follow (both internally and for clients)? (e.g., NIST, ISO 27001, SOC 2, CIS, HIPAA, GLBA.? 

	
	A.  

	3.12 

	Q. How do you ensure your services remain compliant with evolving regulatory requirements applicable to KAP?

	
	A.  

	3.13 

	Q. How is client data protected, both at rest and in transit? In which geographic regions will KAP’s data stored?

	
	A

	3.14 

	Q Describe your incident response process, including response times, communication practices, and client involvement for each severity level of incident? Please provide your SLA targets?

	
	A.  

	3.15 

	Q. Describe your security awareness training program.  How do you ensure your staff maintains up-to-date security knowledge?

	
	A.  

	3.16 

	Q. Do you offer security awareness training for end-users as part of your service offering?

	
	A.  

	3.17
	Q. Provide examples of managing large incidents or breaches, and response?

	
	A.

	3.18
	Q. Describe your approach to patch management for Microsoft and third-party applications?

	
	A.

	3.19
	Q. Describe your approach to provisioning and managing M365 tenants, licenses, and backups?

	
	A.

	3.20
	Q. How do you manage M365 security posture, including anti-spam/phishing, compliance, and email retention?

	
	A.

	3.21
	Q. How do you manage Azure environments (e.g., virtual networks, servers, tagging, cost controls, backups)?

	
	A.

	3.22
	Q. Describe your experience supporting AVD, InTune, AI, machine learning, specialty workloads in Azure such as microservices, hosted databases, and insurance applications?

	
	A.



[bookmark: _Toc197317733]Process, Service, Support
	4.1
	Q. Do you use in-house or contracted resources for services?   

	
	A.

	4.2
	Q. Describe your process for migrating us to your organization?  

	
	A.  

	4.3
	Q. What resources would you require (i.e., information, data, staff resources, communication) during initial migration and on an ongoing basis? 

	
	A.   

	4.4
	Q. Outline the methods by which clients can access you (i.e., online, by phone, etc.)?

	
	A.  

	4.5
	Q. Describe the escalation and account management process?  

	
	A.  

	4.6
	Q. Where is/are your support center(s) located? Is 24/7 support available?

	
	A.

	4.7
	Q. How involved is your team with creating project plans/testing during technical projects? 

	
	A. 

	4.8
	[bookmark: _Hlk197611131]Q. Do you follow ITIL or other processes aligned with industry standard practices?  

	
	A.  

	4.9
	Q. Do you participate in drills or tests i.e. DR, IRP, etc.?  

	
	A.  

	4.10
	Q. How do you notify users of maintenance windows or system outages?  

	
	A.  

	4.11
	Q. What types of diagrams would you typically create/maintain?  

	
	A.  

	4.12
	Q. Do you offer knowledge bases for common issues and how are they utilized? 

	
	A.

	4.13
	Q. What is your willingness or ability to support the security systems, phone systems, audio/visual systems?  

	
	A.

	4.14
	Q. How often do you conduct DR testing?  

	
	A.

	4.15
	Q. Describe fully your technical support options including the assistance request process, escalation process, support hours, response times, staffing levels, staff expertise, and physical location of the help desk?

	
	A.

	4.16
	Q. Please provide details on your standard reporting capabilities?  

	
	A.

	4.17
	Q. Describe any documentation and support (e.g., user manuals, online help, interactive demos, web-based seminars, and online knowledge base) that will be available, both from the technical perspective and the end user perspective? 

	
	A.

	4.18
	Q. What options are available for user training and technical training that may be required by staff? 

	
	A.

	4.19
	Q. Describe any user groups, websites, newsletters, conferences, or any other means you support for sharing information and soliciting service feedback? 

	
	A.

	4.20
	Q. How do you monitor customer satisfaction and quality assurance on an ongoing basis and how might we benefit from this process? 

	
	A.

	4.21
	Q.  The user base varies considerably in its level of technical sophistication. Please describe your experience in successfully supporting users that may be remote and possess limited technical skills?

	
	A.

	4.22
	Q. Describe your Change Order process?  For example, while you are managing the entirety of the Azure environment, KAP decides to manage all SQL servers moving forward.

	
	A.

	4.23
	Q. How do you handle the procurement, configuration, deployment, inventory management, repair coordination, and disposal of:
Client devices
Network devices
Printers and copiers?

	
	A.

	4.24
	[bookmark: _Hlk197611191]Q. Do you provide on-site support services? If so, describe your response times and geographic coverage.

	
	A.

	4.25
	Q. What documentation do you maintain for changes, infrastructure, and SaaS configurations? How is this shared with clients?

	
	A.

	4.26
	Q. Describe the regular reports you provide (monthly, quarterly, annually), including sample formats if available?

	
	A.

	4.27
	[bookmark: _Hlk197611219]Q. What is the typical timeframe to migrate small on-perm server (1-2 servers) to the cloud?  What is the typical timeframe to migrate O365 environments?

	
	A. 



[bookmark: _Toc197317734]Contracts & Commercials
	5.1
	Q. What is your pricing model (fixed fee, per-user, per-device, etc.)?

	
	A.

	5.2
	Q. How are various licenses and service costs handled (M365, Azure, 3rd party apps, backups, plug-ins, insurance applications)?  Billed directly to KAP or through your company?  If through your company, describe your ability to break the bill down by our companies and departments.  

	
	A.

	5.3
	Q. Do you allow clients to disengage from services without penalties?

	
	A.

	5.4
	Q. Do you offer service credits or penalties for SLA breaches?

	
	A.

	5.5
	Q. How do you optimize cloud pricing?

	
	A.

	5.6
	Q. Please provide a sample master services agreement (MSA) or service contract?

	
	A.



[bookmark: _Toc197317735]

RFI Submission Requirements
Interested MSPs must submit the following:
· Detailed responses to the above questionnaire
· A breakdown of sample pricing by service models if relevant
· Evidence of compliance with any industry standards and certifications
· References as described in the RFI
· A copy of the cybersecurity insurance policy declaration page
[bookmark: _Toc197317736]Submission Deadline & Contract Information
[bookmark: _Hlk197611269]All proposals must be submitted by May 29, 2025. The submissions and any questions regarding this RFP can be directed to Bob Scullin at bscullin@keystoneinsgrp.com and John Williams at jwilliams@keystoneagencypartners.com
We look forward to receiving your information and your participation in the selection process for a qualified MSP to support KAP’s IT needs.
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